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Annnal 47 C.F.R. § 64.2009(.) CPNI Certification

EH Docket 06-3()

Annual 64.2009(0) ePNl Certification f()r' 2007

D;I!~ filed: September 19,2008

Name of company covered by this celtitlcation: Saving Call, LLC

Form 499 riler ID: 825442

Namc of signatory: KhiclIl Ngo

Title or signatory: President

L Khiem Ngo, certily that I am an officer of the company named above, and acting as
an agent of the company, that T have personal knowledge that the company has
establishcd operating proccdurcs that are adequate to en5ure compliancc with the
Commission's Customer Proprietary Network Information (CrNI) rules. S~~ 47 C.F.R.
§ 64.1001 eI sell.

Attached to this certification is an accompanying statement explaining how the
company's procedures ensure that the company is in COlDpliance with the requirements
set forth in section M.200 1 "I seq. of the Commission's rules.

The company has not taken any actions (proceedings institutcd or petitions tlled by the
company with either state commissions, the COl1lt 5ystem, or the Commission) again,t
(bt" brokers in the pn5t year. I acknowledge that eompanie, l11U5t report on any
infrwmation that they havc Wilh respect to the processes pretextGrs arc using to attempt
to access (:PNL anel what steps companies arc taking to protect CPNT, and I havc no
such in [ormation to report at this time.

The company has not received any customer complaints in the past year concerning the
unauthorized release oj" or access tn CPNT and 1 hereby acknowkdge that ; f the
company does receive any such complaints, it must proVide thitt inlrmnation ro the
Commission, including the number of customer eornplaint5 a company hilS reccivl,d
related lo unauthorized access to CPN!, or unauthorizcd disclosure oC CPNl, broken
down by category or complaint, e.g, instances of improper aceess by employees,
instances 01' improper disclosure to individuals nol authorized to receive thc
information. or instances of improper access to online information by individual, nO!
authorizcd to view the information.

Khiem go
T'rcsic 'nt
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Statement Accompanying CPNI Certificate
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Saving Call, LLC (the "Company") docs not use, disclose or permit nceess to Customer
Proprietary N~twork InJ'iJrmation ("CPNI") except as permitted 01' rcquired hy law pursuant to 47
I J.S.C:. § :2:2:2. The safeguards set forth in Scctions 1 and J helow are I"llowcd by the ClllilP~IlY.

and, to thc cxtcnt that the Company tlnds it netessarv to usc disclose or permit acc~ss to CPNL
the operating procedur~s in S~ction~ A-H b,,]ow arL' obscrved.

A. Definitions. The IcrillS l\s~d in this Statemel\t have the same me~ning ~s set fonh in 47
C.F.R. §64.2003.

B. Use of CPNJ. It is the Company's policy that the C:ol11r~ny may usc, disclos~, or permil
~ccess t.o CPN I for the purpose of providing or marketing ~~rvice olT~rings among thc categories
or servicc (i.e .. local. interexchange, and int~rconneeled VOTP) to which the cu~lom~r ~.lireaJy

subscrib~~ frOJll the Company, withoUI Clistomer approval.

To (he extent that the Company provides di fferenl e;ltegories of service, aml a cu,IOl1'~r

subscribes to more than one category of service olTered by the Company, the Comp~ny Ilwy
~hare CPNI among the Company's affiliated entities that provide a service olIering 10 the
customer. IIowever, to th~ extent that the Company provides different c~tegories of service, hut
a clIstomer does not "Iuhseribe to more than one ofkring, the Company docs 1101 sharc CPNI with
its aJ1iIintes, except by following the requirements described herein.

The Company does not. use, di~close, or permit acceSS lO Cl'N I to market to a customer any
~ervicc olTcrings that arc within a category of service to which the subscriber does not nlreadv
subscribe from th~ Company, unless the Company has c\"tOl11er approv",1 to do so. The
Company does not use, disclose or permit access to crNI to idcntity or track custon1CI'S Thar call
competing service providers.

Notwithstanding the forgoing, it is lhe Company's policy lhal lhe Company may ,,,e, disclose. or
permit access to CPNI to protect the rights or property of the Cornpany. or to prot.ect uSers 0['

those services ilnd other carriers Irom haudulcnt. abusive. or unlawful use oC or subscripliol) to,
such services.

c:. Customer ApprnvllIs.

It is the Company's policy that thc Company may ohtain approval lhrough wrilt~n, oral or
electronic methods. The Company acknowkdge~ that it hears lhe burden 01' demonstrating thm
any oral approvals have hccn given in compliance with thc Commission's rules. Th~ Company
honors all approvals or disapprovals to use, disclose. or p~rmil access to a customer" CP'JI until
the customer revokes or limitS sneh aplwoval or disapproval. The Company maintains reellrd, of
approval, reg.ardless ofth~ form of ~ueh approvnl, I'm at least one year.

Opt.-Out and Opt-In Approval Process~s. )l i~ the Company', policy thilt it m,w, subject to Opl­
out appfOval or' opt-in approval. use its customer's individually identi1iable Cl'NI Il) .. the purpose
of marketing cOllllllunieation,-rclated services to that CUSlOmer. It is the COlllpany's policy thm it
may, ~ubjcct to opt-out approval or opt-in approvnl. disclose its custolller's individually
identil'iahlc CPNL lor the purpose of marketing: commul1iemions-"~lated servic.cs 10 thnt

dO
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customcr, to its agcnts ond its offiliotes thot provide communications-related services: and its
joint venturc partncrs amI imlcpcmknt contractors who do lhc samc. It is the Company" s pulicy
that it may also permit such persons or entities to ohtain acccss to such CI-'N I for such purposcs.
Exccpt as provided herein, or as otherwise provided in Section 122 or the Communiciltions Act
of I '))4. as amended, the Company only uses, discloses. or permits access 10 its customers'
individually idcntiJiahlc erNI suhjcct to ~!Q)-in approy;J1.

D. Notice Required Fo,- Use Of Customel' Proprietary Netwod, Information. 11 is the
Compony's policy thot prior to any solicitation for customcr approval. notification is prm'ided to
the CUSlOmCr ofthe customcr's right to rcstrict usc of. disclosure of. and acecss Lo that cl"tomcr'.,
CPNI. Thc Company maintains such rccords of notiticlltion. whether onll. written or clectronic.
for at le",t one year. (t is the Comp"ny's policy th"t individual notice to customcrs is Il['ovidcd
whcn soliciling apprnvallO usc, disclose, or permit access 10 customers' (TN!.

E. Notice Content Requirements. Company notices musl comply wilh the 1i)!lowing
rcqu iI'cments:

1, Notices must provide surIlcient inlt)rmatiol1 to enable the customcr to makc an in]iJrmcd
dceisioJl as to whcther to permit the CompaJly to use, disclose, or permit access to, tile cLlstomer's
el'NL

2. Notices must stute that the customer has a right and thc Company has II duty. under I'cdcral
law. to protcct the conli<kntiality of CI'N 1.

3. Notices must specify the types of information that constitute CrNI and the specifiC l'nlilics
th"t will receive the CrNT, descrihe lhe plLlvoses Itlr which CPN] will bc uscd. and inform lhe
customcr of his or hcr right to disapprove those uses. and deny or withdraw access to erNT lit

any limc.

4. Notices must advise the customer or the precise SICpS thc customcr must takc in order 10 grant
or dcny ,Iccess to Cl'NI, and must c1eady 8tme Ihat a dcnial of approval will not affect the
provision or any services to which the customer subscribes.

S. Notices musl be comprehensible and must nol be misleading.

6. To tbe cxtent tbat writLcn Noticcs arc providcd. the Notices arc ckarly Icgible, lISC sllflicicntlv
large lype, and are placed in un area so as to be re"dily apparent Lo a cusLomcr.

7. II' ,my portion or a Noticc is translated into anothcr language. then all ponions of the Noticc
must he Iranslated into that language.

8. The Notice may sLale that the customer's approval to usc CPNI may enhancc the Companv's
ability 10 offer produCls and services tailored 10 the CLlstomer's nceds. Thc Notice lIlay also st'He
that thc Compony moy be compelled to disclose CrNI to any person upon Jffirnll1tive writLen
requcst by lhc customcr.

9. Noticcs \nay not includc in thc Ilotitication any statement attempting Lo encourage a customer
to freeze third-party clccess to ePNL
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ID. Notices must state that any approval, or denial of approval for the use of CPNI outside ofIhe
servicc to whidl thc cuslomer already subseribcs 11'0111 the Company is valid until the c"slomer
affirmotively revoke:; 01' limits such approval or denial.

II. The Company's solicitation j'elr approval musl be proximalc to the NOlice or a cuslomer's
CrN] rights.

F. Opt-Out Notice Requirements. It is the ('ompony's policy that Notices to ohtain opl-olll
approval be given only through deClronie ur wrillen lnelhods, and nut by ural conlI11unication
(except as provided wilh respecI [() unc-time usc ur CPNI below).

The contents of any s\lch 110tification must comply with the Notice Content Requiremellls
descrihed abuve.

It is the Company's policy to wait a 3D-day minimum period of ti111e after giving CUS10mcrs
notice and an opportunity to opt-out before ilSS\1I1ljng cnstomer approval 10 nse. disclose, 01'

permil ,lccess lo CI'Nt This ]O-day minimum pniod is calculated as j(lllows: (I) In the case ur
an electronic form or notiticiltion, the wiliting period shall begin to run fl'om the date on which
lhe NUliee was sen I; and (1) In lhc case ur NUliee by mail, the wailing periud shall begin to rlill
on Ihe third day following the date that the notiEcarion was mailed. It is the Company's policv

to notify euslOmers 'is to the applicable waiting period ((or a response betol'c approval is ass\lmcd.

For those instanecs in which thc Company uses thc opt-out mechanism, the Company I'["()vides
noliees IU applicable CLlstomers every two years.

1.:01' those instances in which the Company \lses e-mail tu providc opt-out notice~, thc ComJliln)'
l(llIows 1he additional requirements in addi1ion 10 the requirements generally appliccli,k (0

noti fi eation:

(1) The Cmnpany musl obtain express, veriJlab1c, prior approval hOlll COllS\llllerS to send notices
via c-mail rcgarding their scrvice in general, or ePN! in particular;

(1) The Compilny must ililow customers to replv dired]y to e-mails eomaining erNI nOliccs in
order lo opt-O\ll;

(3) Opt-out e-mail notices Ihm are returncd to thc Company as \lndeliverable musl be senl tu lhe
ClJstorncr in another form hefore the ('ompany considers the CuslOlller to have received nn{icc;

(4) The subjcd line ()I' the message must clcarl y and ll(Cunlte!y idcmiry the subject mattel" of the
c"1l1ail; and

(5) Thc Company makes availablc to every customer 0 method 10 opt-oulthat is or no additional
COS] to the cuswmet and that is available 14 holll's a day. seven days a week.

(;. Opt-In Noticc Requircmcnts. It is the Company's !iolicy that Notices l<.l obl"lin (lpt-in
approval bc givcn though oral. written. 01' c[cc1ronic methods. The contcms of ailv such
Ilulilieation must eumply with the Notie..: Com..:m R..:q~lirements described above,
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I-I. One-Time lise of CPNI Notice Requirements. l'he Company may usc oral no lice to ohtain
limited, one-tirne uoe of Cl'Nl for inhound and outhound cuslomer telephooe contacts I,w the
duration of the call. The Company requires that the contents of any SUdl rloti[·kation must
comply witb the Notice Contel1\ Requirements described nhovc, except that the Company may
omit any or the following notice provisions if not relevant to the limitcd use ror which the
Company seeks CPN1:

(I) The requirement that the Company advise CUS10mers Ibill ir they havc opwd-ollt previously.
no action is needed 10 maintain the opt-out cleetion:

(2) The requirement that the Company advise customers that they may share Cl'Nl with thcir
a1Tiliatcs or third-parties and need not name those entities. if the lirnited CPNT usage will not
result in use by, or disclosure to, "n "ffiliate or third-party;

(3) The "cquiremelll tbm thc Comp,my disclosl~ the means hy whieh a customer elln dClly ur
withdraw ruture acccss to (TNI, so long as explanalion is given to ctlstom~rs that the scope of
the approval the Company seeks is limited to one-time use: and

(4) The Company may omit disclosurc or the precise steps a customer must take in ortkr to gmnt
or deny acccss to C:PNT, as long as the C:omp,my elcarly conlm\micates that thc customer can
deny access to his CPNl lor the cilii.

I. Safe~uards Required for the Use of CJ'NT. It is thc policy or the Company to Irain ito
personnd as to the circumstances under which CrNI may, lIml may 'lot be used or di~clo,ed. In
addition, the Company ha, established II written disciplinary proe~" in instances where Ir~

personnel do not comply with l::stahlished policies. It is the Company's policy to rcquirc [hat a
rl::cord be Illaint"ined oj' its own und its affiliates' sales and marketing campaigns thnr me their
CLlstomers' CPNT. The Company maintains a rccord of all instances where Cl'NI was di"eluscd
or providl::d to other third-parties, or where third-parties were allowed to access such C:PNT. The
record il1cludes a description of each campaign, the specifIC CPNl that was uscd in the campaign,
and what products and services were offered as a pan of thc campaign. Such records are l"etained
for a minimum ur one year.

The Company hns ~stahlished a mandatory supe,'visory revicw process regarding compliance
with erNI rules for outbo\l[\d marketing. Sales personnel must obtain supel'vismy approved 0['

any proposed outbound marketing rcqucst for emtomer approval. The Company's [.1olicies
require that records p~rtaining to such carrier compliance be rctained ror a minimum period or
one year.

In compliance with Section 64.100l)(e), the Company will prepare a "compliance certiJicmc""
,igned by an ollicer on an annual basis stating that the onicer has personal knowledge that the
Company Iws established operating procedures that arc adequate to en~ure compliance cvith 47
C-F.R. ~ 64.2001 e( sel]. The cel1ificllte is w be accompanied by this statement and will be liled
in EB Docket No. 06-36 annually on or herore March I, li)r data pertaining to the previous
calendar year. This filing will indudc an cxplanation of any actions takcn again,t daw I1rokers
and a summary or all customer complaints rcc~ived in th~ past y~ar cOJ1c~rlling: thc unlluthori/.cd
release of erN\.
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It is the Company\ policy to provide writlen notice lo the FCC within live bu~ine~~ day~ or any
instance where the opt-oulmechani~m~ do not work properly, such lhm a con~nmer' ~ inu bi Iity to
opt-oul i~ morc lhan an anomaly. Thc writtcn noticc ~hall comply wilh 47 C.lilt ~64.200<.)(f).

.1. Safeguards un the Disclusure of CI'NI. Il is the Company's policy to lake IT,'lsollable
measures to discover and protect against attempts to gain unaulhorized acces~ lo Cl'N l. The
Company will properly authentic;lte a custnmer prior tn di~cln~ing c:rNI based nn Cllstomer­
initialecllclcphone conlact, onlinc acccss, or in-storc visit, ifapplieable.

K. Notif1catioll of erN1Security BrCllChcs.

(I) It is 1he COI11pany'., policy to notify law cnf')I'ccment nf a breach in its customers' erNI as
provided in this section. The Company will nol notify its nlstomcrs or disclosc thl' breneh
publiely umil it has completed The process of notifying law enforcement pursu;,nt to p;ll'agraph
(2 ).

(2) As soon as pract.icablc, and in no cvcnl Iall'!" than scvcn (7) business days after rcaso1ll1blc
dClcrmination of the breach, the Company will electronically notify the United States Seeret
Services (USSS) and the federal Ilureau of Investigalion (FBI) lhrough a cenlral reJlorting
facility.

(a) NOlwithstanding slale law lo the contrary, the Company shall nnt notiCy customers or disclose
the breach to the public until 7 Cull business days bave passed afkr notificmion 10 lhe I ).<;.'lS and
thc FBI, except a, provided in paragraph:; (b) aIllI (c).

(b) II' the Company believes that. there is an exuaordinarily urgent need to notify any class of
arfec!ed customers sooner than olherwis~ allowed under paragraph (a). ill order' to nvoid
immedime and irreparable harm. iT will so indicme in its notification and may proceed to
imml'diately notify ils affected customers only after consultotion with the relevant investigalion
agency. The Company will cooperate with lhe relevanl investigaling agency's rClJul'st to

minimize any adverse effects or such customer lloLlJicaIlon.

(c) If the relevant investigating agency detel'\l1ines that public disclosure or nOlice lo customer
would impede or cornpl'Omise an ongoing or potcntial criminal investigntion or "a1io"01 .,,,curily.
such (lgency may direct the carrier nol lo so disclose or nOlify t'or an initial period of lip to :111
days. Such period may be eXTended by The agency as reasonably necessary in the judgmenl of
the agency. If such direction is given. the agency shall notify the carrier when it appears thai lhe
public disclosure or Iloticc to affected cllstomers will no longer impede or compromise a criminal
investigation or national security. The agency ~h~1l pn.lVide in wriling its initial direction tu the
carrier. any subsequent extension, and any notificalion lhal noticc will no longer impede or
compromise a criminal invcstigation or nalional .~ecllr(ty and ~uch wrilinl's shall he
eontemp()J'ancollsly logged on the ~ame reporting facilily that contains recorc!s of 1l0liJk(-\lion~

£iled by the Company.

(3) Cu~tomer Notification. After the Company has nOlincc! law enforcemem Pl.1l'~llal1l III

pllr8grnph (2), it wi II Ill)ti Iy it~ cu~tomcl'~ 0 f brcach of those customers' C:PNI.

(4) RccMdkccpir.1g. Thc Company will maintain Cl record. eleclronically or 111

m,mner, or any breaches discovered, notiJications mnc!e 10 tile USSS and the FBI
somc oTlwr
pnrsllanl to

0J3
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paragmph en and notifications made ll> cllstomers. The record will include. if llvoi loblc. dlltes
or discovery and noti lieatiol1. a detailed dcscriplion of the CPNJ lhot was the subjeeL of the
bl'eo.ch. and the cin:umstanccs or the breach. The Cmnpany will maintain the reeol'd t(ll" a
minimum of 2 years.


